
 Data Protec�on: Quick Guide 
 Introduc�on 
 Processing confiden�al Party informa�on and Personal Data must be done 
 in a way that is lawful, transparent and understood by individuals. We 
 want to promote trust and confidence in the way the Liberal Democrats 
 handle personal data; ge�ng it wrong could cost us financially and 
 reputa�onally. 

 This quick guide gives an overview of what we can do to ensure we handle and process personal data 
 lawfully whilst achieving our aim of effec�ve and posi�ve campaigns. 

 What is personal data? 
 Any informa�on rela�ng to natural persons (living people) that can iden�fy 
 them directly or indirectly ie: combining with other informa�on. 

 Examples: 

 Names  Email 
 addresses 

 Postal 
 addresses 

 Phone 
 numbers 

 Social Media 
 usernames 

 IP addresses  Canvas data  Photographs  Videos  Opinions or 
 predic�ons 

 Anything you do with personal data: storing, modifying, erasing, sharing, recording is called 
 ‘processing’. 

 Who is the Data Controller? 
 The Liberal Democrats Federal Party is the Data Controller. 
 (Elected representa�ves including Councillors and MPs are data controllers in their own right for 
 casework data.) 

 How can we prepare ourselves & improve our understanding? 

 ●   Any data held by the Liberal Democrats must be processed 
 according to the Liberal Democrats Data Protec�on Rules 

 h�ps://www.libdems.org.uk/gdpr-data-protec�on-rules 
 ●   Volunteers, who are not members and handling personal data MUST 

 read and sign a Volunteer Non-Disclosure Agreement (NDA) before 
 handling personal data 

 h�ps://www.libdems.org.uk/dpm-volunteer-nda 
 ●   Make use of the guidance available on the Lib Dems website -  type 
 GDPR into the search func�on 

 ●   As an approved General Elec�on Agent you will be required to complete online UK GDPR training 
 which we will send to you. 
 ●   Use approved suppliers;  including printers and postal solu�ons (if you need a new 

 supplier let us know and we can check them) 
 h�ps://www.libdems.org.uk/gdpr/new-approved-suppliers 
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 Fair Processing No�ces 

 When communica�ng with voters and gathering their 
 data we must follow data protec�on (DPA & UK GDPR) 
 and electronic marke�ng (PECR) laws at all �mes. 
 We always need to be clear with individuals about why we 
 are collec�ng their data and what we plan to do with it. 
 The way we do this is through a Fair Processing No�ce. It 
 is a legal obliga�on for us to include an FPN 
 h�ps://www.libdems.org.uk/privacy-advice  when we 
 gather personal data, if we don’t then the data collected 
 CANNOT be used. 

 Remember: 

 Make sure the FPN is clear and legible and close to where the data is being gathered. 

 The campaigns team has templates you can use with the FPN included. 

 Destroy using a secure method any unwanted paper copies, once you have recorded the data or 
 finished your pe��on/survey and no longer need the hard copies. 

 Face to face or on the phone - there are scripts and FPNs to use in these instances. 

 Collec�ng contact informa�on 

 When gathering contact details for further 
 communica�on, make sure a �ck box is included on the 
 form, this ensures explicit consent from the individual. 
 (The templates have examples of these). 

 If you gather their contact details on the phone or face to 
 face, make sure you give them a calling card/leaflet with 
 the FPN on or explain on the phone where they can find 
 our main Privacy No�ce and how they can Opt Out in the 
 future. (FPN scripts explain this further). 

 Sending communica�ons 

 Make sure you have honoured contact 
 preferences, please don’t use old contact lists, 
 run the data anew for each mailing and delete 
 it once you are finished with it to avoid storing 
 duplicate data lists. 
 Always include a mechanism for op�ng out of 
 communica�ons (approved bulk email 
 providers have this embedded in the footer). 

https://www.libdems.org.uk/privacy-advice


 Under PECR there are some specific rules rela�ng to electronic 
 marke�ng communica�on. 
 ●   Do not use SMS to contact voters under any circumstances. 
 ●   Do not purchase phone numbers from data brokers (HQ are 

 constantly monitoring the regula�on and possible vendors as 
 to when this may be lawful again). 

 ●   Do not call numbers which are registered under the 
 Telephone Preference Service (TPS) unless the individual has 
 specifically opted in to receiving phone calls from the Party 
 and you can prove this. 

 ●  Remember  - individuals have the ABSOLUTE right  to Opt Out of marke�ng. Please forward all such 
 requests to:  data.protec�on@libdems.org.uk 

 Data Subject rights requests 

 Some�mes, individuals are unhappy that we’ve 
 contacted them and wish to exercise their rights 
 under UK GDPR. 
 We know these as: Opt Outs, Right to be forgo�en 
 and Subject Access Requests (SARs). 
 Individuals can do this in wri�ng or verbally and 
 when this happens, please email us at 
 data.protec�on@libdems.org.uk  as soon as 
 possible with the request from the individual. 
 We only have one month to respond to these 
 requests, so the sooner you email us, the be�er. 

 Sharing personal data 
 Data must not be shared outside the Liberal 
 Democrats except for use by an approved supplier for 
 administra�ve or transac�onal purposes. 
 If you need to send data by email, even between 
 members, please ensure you password-protect that 
 data and send the password by a different method. 
 Memory s�cks to store personal data as a method of 
 transfer are NOT permi�ed under any circumstances. 

 What happens if there’s a Data Breach? 
 If you become aware of a data breach, or think a breach has happened, you must report it to 
 data.protec�on@libdems.org.uk  as soon as possible  with a summary of what happened and we’ll 
 work with you to minimise the breach and report to the ICO if we need to. 

 Examples of data breaches are: 
 ● Access to data by an unauthorised person (deliberate or accidental) 
 ● Altera�on of personal data without permission   ● Losing laptops/phones containing personal data 
 ● Sending a group email with the email addresses exposed   ● Sending data to the wrong person 
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